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• Trace the origin of spam using digital forensic 

techniques
• Collecting the data needed to do digital forensic 

analysis 

2



��
���
�
• Background

– Spoofing
– SMTP
– IP

• Performance monitoring tool
• Security monitoring
• Probe design 
• Collecting digital forensic data
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• SMTP and IP

– Open, human readable protocol
– Need to add more information
– Need to safeguard the added information
– Spoofing remains a problem
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• Spoofing

– Protocols editable
– Spoofing can be detected 
– Spoofing cannot be stopped

• Outcome
– Information can be

• Changed
• Removed
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• Performance monitoring tools

– Implemented as part of sound IT strategy
– Measures 

• Utilisation
• Performance
• Uptime 
• Availability

– IT resources used to implement and maintain
– Open source versions are available
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• Collect information using

– Agents 
– Probes

• Each device has one agent
• Multiple probes exits on each device
• Design probes to collect digital forensic data
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• DNS probe collects data on DNS requests
• Network probe collects data on SMTP traffic on 

the network
• SMTP probe collects data on SMTP traffic on 

email server
• Anti spam probe collects data on spam 

detection
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• Data stored in DB with

– date-time stamp
– Hash function to verify point of collection
– Records set to read only after creation
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• SMTP and IP did not work
• Collect data about the organisational 

environment might give desired outcome
• Using implemented monitoring system data can 

be collected
• Future work

– Determine what can be deduced from the collected 
data

– Large amount of live data collected, find way to 
reduce data but still be able to do later analysis
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• Questions or comments
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