Mobile cyber-bullying: A proposal
for a pre -emptive approach to risk
mitigation by employing digital
forensic readiness

By Stephen Serra
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Problem Statement

Increased availlability of technology
Security not often considered
Children exposed - increased attack surface
Current solutions mostly reactive

No solution driven by local initiatives
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Background

« Effect of technology evolution
— Constant usage even during traditional interactions

— Recognized Disorder - Disconnect Anxiety
 Disorientation
e Nervousness
* Feeling of Panic

« Avenues of cyber-bullying

— Web sites, SNS, blogs, discussion forums, instant
messaging, voice, text.....etc.
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Background

« Mobile cyber-bullying
— Anonymous/Known identity
— Emotional
— Rapid dissemination of information
— Direct any-time portal to victim
— Constant attack

« Traditional bullying
— Tormentor is known
— Often physical can be emotional
— Location specific
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Background

« Real impact of mobile cyber-bullying
— Depression
— Anxiety
— Low self esteem
— Suicide
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Background

 The need for control with rising usage

e Some Statistics (800 teens 12-17 year old)

— Cell-phone texting the preferred channel of basic
communication / cell calling a close second

— 75% of 12-17 year-olds now own cell phones, up from
45% in 2004

— One In three teens sends 3000 texts a month

Amanda Lenhart, Senior Research Specialist, Pew Internet & American Life Project
April 20, 2010
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Current Solutions

« Commercially available solutions:
— One size fits all
— All-or-nothing static configuration
— Less granular
— Often only for smartphones

e Mobile network operators
— Only 2 of the 4 main operators offer parental control
— No control of user to user generated messages
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The Need - New Solution

* Proposed Solution:
— Risk profile analysis
— For the individual
— More granular
— Less intrusive
— More effective
— More accepted
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South African Police Service

e Collaboration Sought:

However

“cyber -bullying as such is not a issue the Police ar
dealing with. The SA Police Service will only get
iInvolved when a crime was committed”
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The Scarlett Prototype

Supervised Neural Network

Accepts as Inputs:

— Age of user

— Activity

— Time spent online

— Socio-economic factors

Learning of input/output pairs
Ability to apply experiences to new data
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The Scarlett Prototype

nput 1 = Age

nput 2 = Activity

nput 3 = Time Spent Online

nput 4 = Socio-Economic Factors (varying degree of

sensitivity)

nput 1 + Input 2 + Input 3 + Input 4 = Risk Profile
Risk Profile (Low, Moderate, High)
Risk Profile = Level of Filtering
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The Scarlett Prototype

e |nput 1 — Age:

e Grade 4 —°
e Grade 3 —-"
e Grade 2 -~

ne age of t
ne age of t
ne age of t

e Grade 1 -~

ne age of t

ne user is 8 to 12.
ne useris 13 to 16.

ne useris 17 to 18.
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The Scarlett Prototype

Input 2 — Time Spent Online:

Uselist 1 — Excessive with 8 hours or more per
week.

Uselist 2 - Moderate with less than 8 hours per
week.

Uselist 3 - Low with less than 2 hours per week.
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The Scarlett Prototype

e Input 3 — Activity:

e Category 1 — Texting, instant messaging and SNS.
Most potential for harm.

o Category 2 — General access to information, Low
risk to users aged 16 and older.
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The Scarlett Prototype

e Input 4 — Socio-Economic Factors
— Education in technology
— Use of technology
— Perception of a threat
— Reaction to an attack
— Support structure

e Results in varying degree of sensitivity levels
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The Scarlett Prototype
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Summary
2 ¢
o Safer mobile interaction through:
— Risk profiling not static/all or nothing configuration
— Effective granular filtering
— Less intrusive
— Individual specific
— Dynamic policy implementation
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Questions
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