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Pedagogy .

Most current approaches towards
Information security education fail to pay

sufficient attention to pedagogical theory
~ (Puhakainen, 2006)
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People play a VITAL Information
security role
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Education < ot ande

They must be

EDUCATED
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What? \

. @ Target: Unaware members of the public
Educati

@ Aim: Attracting attention of individuals

@ Impact: Short-term, immediate & specific
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How?

@ Aim:  The building of knowledge, thereby
producing relevant and needed
security skills

Educati

i)

@ Target: Aware members of the public

Impact : Long-term but knowledge becomes
obsolete




Education Level

Aim: Creation of expertise necessary for
iInformation systems security
specialists and professionals

Target: Trained members of the public

Impact : Long-term




APPROACHES EXIST
BUT ...




| earners lack motivation

People forget what they have been taught



One-size does
NOT fit all

Lack of attention
from the learner

The Material I1s
not MEMORABLE



Most current approaches towards
Information security education fail to pay

sufficient attention to pedagogical theory
~ (Puhakainen, 2006)



Security specialists
NOT
Educationalists






“The education designed to match
settings and instruction to the nature
of the brain”(Hart, 1998)






Physiological Change



Addresses multiple modes of learning

| Acknowledges outlets for creative presentation
of learning

Motivational

Provide enough contrast to preclude boredom

}Allows Students to explore the subject







Improve Awareness

To develop the skills and knowledge

To allow online access to a rich source
of security related best practices.

To help end users understand security







Deployment & Outdated Presentation
Maintenance Content of Material



Meaning

Senses \ * ’ Emotions
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Progress

Repetition



Rehearse new concepts using multiple senses

Auditory Visual Kinaesthetic
- Tactile




Discussion

Audio Streams

Narrated Slides

Music



Charts
Demonstration

Diagrams

Media

Graphics



Simulations

Demonstration

Apps
Research Games

Tasks
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What is Meaningful is Memorable

Assignments
Perspective
Pafterning

Critical Thinking Problem Solving
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Positive emotions aid recognition & recall

As Seen...
Learner

Quiz & Feedback
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Build new knowledge on old knowledge

Start Simple

Real Examples

Metaphors
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Repetition, Repetition, Repetition

,. Options
Review

The Same but Different



Meaning

Senses \ * ’ Emotions
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Progress
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Self-paced Progression



* The results of cyber security education courses
can improved

» Brain-compatible techniques can be used to
Improve the presentation

e Brain-compatible techniques require a significant
Investment in the development of material







