v UNIVEBSITY
. JOHANNESBURG




Agenda

Digital Business Ecosystem Trust and Reputation
Trust and Reputation using Social Network Analysis
Unexploited Social Metric Centralities

Framework for Digital Business Ecosystem Trust and Reputation

© 2011 SAP AG. All rights reserved. 2



Background

DBE

Increases

Q
©
5}
o
o
9
=
V)
LL]
=
)
o
V)
LL]
n
>

agent P2P networks —

Recommendations from

Problem of choosing a
neighbours

partner
Decentralised model

market value

Multi
SNA

© 2011 SAP AG. All rights reserved.



Agenda

Background
Trust and Reputation using Social Network Analysis

Unexploited Social Metric Centralities

Framework for Digital Business Ecosystem Trust and Reputation

© 2011 SAP AG. All rights reserved. 4



DBE Trust and Reputation
trust vs reputation

The extent to which one party is willing to depend on
something or somebody in a given situation with a feeling of
relative security, even though negative consequences are
possible.

An objective measure assigned to an agent, representing the
collective evaluation from a group of agents that have
interacted with it.
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DBE Trust and Reputation
trust metrics

DBE agents rely on impressions from other agents to judge
the trustworthiness of a participant

Impressions are expressed as trust metrics:

*All members of the social network sLocal graph is explored
and their relationships

*Entire graph must be known and
stored
«Computationally expensive
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DBE Trust and Reputation
trust and reputation calculation approaches

*Central entity collects *No central entity sSuper-agent

ratings collecting ratings mechanism (Wang et al.
2010)

*Reputation is public *Agents collect ratings

and global from other agents *Collect and store
feedback

*Reputation is computed | *Reputation is computed

by the system by each agent *Build and share
reputation

sLess communication sLarge volume of

required between users | communication Community-based
reputation
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Trust and Reputation using Social Network Analysis
Introduction

Reputable nodes are members in a social network.

Network perspective

Social network centrality for trust and reputation
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A. Network Perspective
soclo-centric

Complete and bounded social graph

All peers and trust links

Centralised reputation manager

Process intensive

Limits trust personalisation
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A. Network Perspective
egocentric

EGO Only ego network

Ego, alters and their connections

Local trust and reputation

Less process intensive

Natural to peer-to-peer networks
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B. Social Network Centrality for Trust and Reputati  on
direct trust and indirect trust

“Centrality measures give the relative importance of a node within the graph.”

3 Elements form trust:
Trustor (B)
Trustee (A)

State of Trust (T,,)

Trust is subjective and asymmetric

Tb Ta—b

-a
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B. Social Network Centrality for Trust and Reputati  on
direct trust

“Centrality measures give the relative importance of a node within the graph.”

Exists between two nodes that have a
trust relationship

Evolve over time
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B. Social Network Centrality for Trust and Reputati  on
direct trust centralities

“Centrality measures give the relative importance of a node within the graph.”

Indegree Strong ties
Outdegree Weak ties
Higher indegree and outdegree More strong ties = trusted more

= well connected node.
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B. Social Network Centrality for Trust and Reputati  on

Indirect trust

“Centrality measures give the relative importance of a node within the graph.
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Transitive property of trust is used to
determine the trust of nodes not directly
linked.

If A trusts B and B trusts C then it is
inferred that A can trust C to some
degree.

The reputation of B will influence A’s
decision on how much trust to place in C.
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B. Social Network Centrality for Trust and Reputati  on
Indirect trust centralities

“Centrality measures give the relative importance of a node within the graph.”

Shorter path = more The portion of alters that
trustworthy indirect trust are themselves directly
values connected

Dense networks lead to a

Node will trust its direct )
strong trust community

links more

Global measure — not
applied to ego graph

If nodes are clustered in
trust groups = improved
recommendations
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Unexploited Social Metric Centralities
closeness centrality

“...the total distance to or from all other nodes, where
distance refers to the number of links along the shortest
path...” (Freeman, 1979)

Lower trust = lower centrality

Uninformative in egocentric
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Unexploited Social Metric Centralities
betweenness centrality

“...the measurement of the extent to which a node falls
along a number of shortest paths connecting other pairs of
nodes..”

“brokers” or “bridges”

Informative in egocentric and
sociocentric networks
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Unexploited Social Metric Centralities

betweenness centrality
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Unexploited Social Metric Centralities
betweenness centrality

High betweenness
nodes = very
important

What is the effect of
these central positions
on trust and
reputation???
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Framework for DBE Trust and Reputation

Multi-Agent peer-to-peer network

Social graph — SNA

Local trust metrics

Hybrid approach — Super-Agent

Social network centralities

Betweenness centrality
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Thank You!

Donovan Isherwood Marijke Coetzee

donovan.isherwood@gmail.com marijkec@uj.ac.za

012 999 9100



